el

— Prof. Dr. Max von Grafenstein, LL.M.
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Potentiale des Data Act (Kapitel 2 & 3)

Der Wert von Daten steigt mit inrer Verwendung
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Potentiale des Data Act (Kapitel 2 & 3)

Der Wert von Daten steigt mit inrer Verwendung

Verarbeitungszweck
= Mehrwert
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Potentiale des Data Act (Kapitel 2 & 3)

Wieso werden Daten trotzdem kaum geteilt?

Daten werden grundsatzlich geteilt, wenn ...

Kosten der

Mehrwert des > Risiken des + Wertschopfung
Datenteilens Datenteilens und der

Risikokontrolle




Potentiale des Data Act (Kapitel 2 & 3)

Wieso werden Daten trotzdem kaum geteilt?

Aus Sicht des Dateninhabers

Kontrolle iiber Wertschopfung

Kontrolle liber Risiken

Dateninhaber Dateniibergabe Datennutzer

Aktuelles Wert-Risiko-Dilemma




Potentiale des Data Act (Kapitel 2 & 3)

Wieso werden Daten trotzdem kaum geteilt?

Daten werden zumindest nicht freiwillig geteilt, wenn ...

Kosten der

Mehrwert des < Risiken des + Wertschopfung
Datenteilens Datenteilens und der

Risikokontrolle

Aktuelles Wert-Risiko-Dilemma




Potentiale des Data Act (Kapitel 2 & 3)

Welches Problem der Data Act lOst...

Daten miissen geteilt werden

Kentrette-tiber Wertschopfung

Kontrolle liber Risiken

Dateninhaber Datennutzer




Potentiale des Data Act (Kapitel 2 & 3)

Welches Problem der Data Act lOst...

Die Beteiligung des Dateninhabers an der
Wertschopfung ist damit nicht mehr relevant.

Kentrette-tiber Wertschopfung

Kontrolle liber Risiken

Dateninhaber Der Dateninhaber kann die Daten also Datennutzer
nicht mehr “willkurlich” zuruckhalten.




Potentiale des Data Act (Kapitel 2 & 3)

Welches Problem der Data Act lOst...

Verarbeitungszweck
= Mehrwert
Verarbeitungszweck Verarbeitungszweck
= Mehrwert = Mehrwert

Verarbeitungszweck Verarbeitungszweck Verarbeitungszweck
= Mehrwert = Mehrwert = Mehrwert

Verarbeitungszweck Verarbeitungszweck
= Mehrwert = Mehrwert
Verarbeitungszweck
= Mehrwert




Potentiale des Data Act (Kapitel 2 & 3)

Welches Problem der Data Act lOst... und welches nicht

Daten miissen geteilt werden, wenn

Datenschutz,
Geschaftsgeheimnisse und
Wettbewerbsinteressen gewahrt sowie

Dateninhaber . Datennutzer
Kosten gerecht verteilt werden.




Potentiale des Data Act (Kapitel 2 & 3)

Welches Problem der Data Act lOst... und welches nicht

Daten miissen geteilt werden, wenn

Datenschutz,
Geschaftsgeheimnisse und
Wettbewerbsinteressen gewahrt sowie

Dateninhaber . Datennutzer
Kosten gerecht verteilt werden.




Potentiale des Data Act (Kapitel 2 & 3)

Welches Problem der Data Act lOst... und welches nicht

Gleiches Problem, nur mit umgekehrter Perspektive

Kosten der

Mehrwert des < Risiken des + Wertschdépfung
Datenzugriffs Datenzugriffs und der

Risikokontrolle

Jetzt muss aus Sicht des Datennutzers der Mehrwert hoher
als die (Compliance) Risiken und (Verfahrens-) Kosten sein




Potentiale des Data Act (Kapitel 2 & 3)

Wie sich die Herausforderungen losen lassen

Das Wert-Risiko-Dilemma lasst sich uberwinden, ...

Kosten der

Mehrwert des < Risiken des + Wertschdépfung
Datenzugriffs Datenzugriffs und der

Risikokontrolle

... indem Mehrwerte maximiert und (Compliance) Risiken
sowie (Verfahrens) Kosten minimiert werden.




Potentiale des Data Act (Kapitel 2 & 3)

Wie sich die Herausforderungen losen lassen

Das Wert-Risiko-Dilemma lasst sich uberwinden, ...
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Data trust models (DTM)
(and their classification under the GDPR and DGA Chapter 3)

Minimal conflicts of interest/ (compliance) risks major conflicts of interest / (compliance) risks

L
7

In these two case groups (1.1 and 1.2), the data trust acts as a In these two case groups (2.11 and 2.1.2), the data trust usually
processor or (at least) joint controller for data providers, acts on behalf of the data providers (rather than the data users),
depending on how much leeway It has in implementing the because the data trust is generally supposed to monitor the data

measures. users on behalf of the data providers.

These case groups differ depending on whether the data trust acts as a processor for the data
providers in terms of data protection law (models 2.2.1 and 2.2.2) or acts independently, i.e., also as
a controller (possibly Joint controller) (model 2.2.3). According to Art. 4 No. 7 and 8 GDPR, a
controller is someone who (at least jointly) ines the and means;
someone who processes data only for purposes and with means specified by another party is a
processor.

In the left-hand case group (3.), the data trust acts as a
processor for the data provider. In contrast, in the right-hand
case group (3.2), the data trust is likely to act as an independent
—or at least joint—controller, because it is not completely bound
by the instructions of the data provider (see below).

In this context, a data trust generally processes the data for the data providers (and not for the
data users) because the data trust can prepare the data in this way (e.g., anonymize it) before it
leaves the sphere of the data providers. If the data were only (in

by the data users, this would pose an unnecessary risk for the data subjects and thus a higher

compliance risk for the data providers.

Please note: According to Art. 12 lit. a DGA, a data trust may not process the data for its own
(model 2.2.3) can only arise If the data trust
determines (at least) the essential means.

Open Data Open Data Shared Raw Data Shared Raw Data Shared Raw Data Shared Raw Data Shared Raw Data Shared Analytics Shared Analytics

with terms of use

Gradations in accepting
the terms of use, 3

« Just check the box
+ Check the box and
enter your email

address

Check the box with
additional
authentication
(Postident, etc.)

data held by users

Verification of user
trustworthiness only

« There is interest in data
usage
However, it is checked
only whether users are
trustworthy or have a
legitimate interest (e.g.,
“researchers” at data
centers or for their
“legitimate interest” at
land registry offices).
Checking whether the
information provided
about the role or
Interest of the users is
correct.

data held by users

Audit also when data is
used by users (at least
random samples, as this
is time-consuming)

« There is interest in data
usage.
Itis also checked
whether users are
trustworthy or have a
legitimate interest.
In addition, the data
itself is audited (at

remote access for
users at data
providers

Data remains with data
providers, but users may
access it remotely

+ There are also

guidelines for data use
(e.g, restricted access,
such as access to
metadata only; see
controlled remote data
processing at research
data centers).
Users are also checked
to ensure that they are
trustworthy and have a
legitimate interest.

Local access only
at data providers

Data remains with data
providers; users may only
access it on site at the
data providers' premises

+ On-site access allows
maximum control over
data usage
There are guidelines for
data usage (e.g., access
only via specific SQL
masks)

Users are also checked
to ensure they are
trustworthy or have a
legitimate interest

Remote or local
access at data trust

via data provider

Data remains with data
is

via data trust

Data remains with data
butis

them, and only the
analysis results are
shared with users

+ The safest option for
data providers.

« However, data users
reveal their questions
and thus potentially
trade secrets to data
providers

by

processed by data trust,
‘which shares the analysis
results with users

« This way, data providers
do not learn about
users' questions and
thus do not learn about
any business secrets
they may have

« However, data trust has
sole control over
processing and is
therefore no longer a
processor, but a
controller itself

lled “secure /

environments®




{ Datentreuhander W
| (inter-organisational)
Geschéaftsgeheimnisse Datenzugang(srechte)

N

= Datenhalter 2 Datennutzer

Aktiver : |
Stakeholder : : g : Normative Ebene : Policy Maker ]

Vertragsmuster, 4

Compliance-Einheiten
(z.B. Art. 40 ff. DSGVO),

User-Centered - - Data Stewards - - Data Stewards - etc. - Data Stewards 4{ }
i Berater

Design Process - Data Owner - - Data Owner - ) ) - Data Owner
: : : d : Organisatorische Ebene :

Technisch-organisatorisch
e

Intermediarsdienste : : E
(Art. 10 DGA) E j
g g IT Hersteller
Technologische Ebene " :

BETROFFENER CONTROLLER CONTROLLER PROCESSOR

T verarbeitet Daten fir liefert IT |
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