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1 Introduction 

 

In accordance with section 109(6) sentence 1 para 2 of the German 

Telecommunications Act (TKG), the Bundesnetzagentur determines in an administrative 

order in agreement with the Federal Office for Information Security (BSI) and the Federal 

Commissioner for Data Protection and Freedom of Information (BfDI), in a Catalogue of 

Security Requirements for the operation of telecommunications and data processing 

systems and for processing personal data, which functions are critical functions within 

the meaning of section 2(13) sentence 1 para 3b of the BSI Act (BSIG) that are 

performed by critical components within the meaning of section 2(13) BSIG. 

 

2 Critical functions and components 

 

Section 2(13) sentence 1 BSIG defines critical components as IT products   

 

1. that are used in critical infrastructure  

2. for which disruption to availability, integrity, authenticity and confidentiality could 

lead to a failure of or considerable impairment to the functionality of critical 

infrastructure or to risks to public safety and  

3. that perform a function designated as critical on the basis of a law referring to this 

provision (section 2(13) sentence 1 para 3b BSIG). 

 

 

The risk situation of a function is largely influenced by the current state of the art. Neither 

the state of the art nor the risk situation are static findings but are subject to ongoing 

technical developments and possible uses of components and their functions. Therefore, 

if any changes occur, the critical nature of a function needs to be reassessed. 

 

Telecommunications network operators have to consider how to identify and assess 

critical functions for their individual telecommunications networks or services in light of 

these abstract interpretations. The list in table 1 below consists of the functions already 

or generally categorised as critical, providing a possible approach to the identification of 

critical components. 
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3 List of critical functions  

 

Assessing and classifying functions as critical is carried out in accordance with 

section 109(6) sentence 1 para 2 TKG by the Bundesnetzagentur in agreement with the 

BSI and the BfDI on the basis of a joint risk analysis and the current state of the art. The 

assessment and classification may refer to previous, suitable assessments.  

 

Suitable assessments in this sense are, in the opinion of the Bundesnetzagentur, the 

BSI and the BfDI, the "EU coordinated risk assessment of the cybersecurity of 5G 

networks" of 9 October 2019 (CG Publication 02/2019) and the "Cybersecurity of 5G 

networks – EU Toolbox of risk mitigating measures" of 29 January 2020 (CG 

Publication 01/2020).  

 

The list in table 1 below thus contains critical functions for fifth-generation (5G) public 

mobile networks. These are currently the only public telecommunications networks 

classed as having increased risk potential. 

The assessment and classification of the function is transferred to the relevant 

component that performs the function fully or partially.   

As a result of this assessment, the components performing the functions of the 

categories a) and b) in the table below are classed as critical. 

For components that perform the functions of the categories c) to f) in the table below, 

the functions of which are in principle classed as critical, the function may not be classed 

as critical in individual cases if the network operator can provide a plausible, 

substantiated argument that the specific function does not lead to criticality.  

It may be possible to exclude the risk situation associated with the criticality if the 

function, due to its intended use or intended use environment, does not have the 

potential for the risk situation to occur; rather the function has been suitably and securely 

isolated from the risk situation.  

An exclusion of the risk situation for a function in an individual case may mean that the 

relevant component performing this function is not critical there. However, a component 

is always critical if it also performs a function under a) or b) or another function under c) 

or f) that is not uncritical in the individual case. If a network operator subject to these 

requirements concludes that there is no criticality in its specific case, the exclusion of the 

risk situation must be justified. The operator must include the underlying conditions in 

the security concept and submit them to the Bundesnetzagentur (section 109(4) 

sentence 6 TKG).  

If an exclusion of the risk situation is claimed for a function classed here as critical, for 

networks with an increased risk potential it is determined by an assessment carried out 

by a qualified independent body or a competent national authority as set out in 

section 109(7) sentence 1 TKG whether the exclusion of the risk situation was correct 

and the requirements of section 109(1) to (3) TKG have been met.  
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Table 1: List of critical functions for the 5G network 
 

 

The functions listed in the table are described in Annex 2 of "Cybersecurity of 5G 

networks - EU Toolbox of risk mitigating measures" of 29 January 2020 (CG 

Publication 01/2020). 

                                                           
1 regardless of where in the 5G network the function is performed (e.g. in the RAN or MEC) 

Category Functionalities 

 
a) Core network functions1 

 

 

- Authentication, roaming and session 
management functions for end-users  

- Data transport functions for end-user 
equipment 

- Access policy management 
- Registration and authorisation of 

network services 
- Storage of end-user and network data 
- Link with mobile networks of third party 

providers 
- Exposure of core network functions to 

external applications 
- Attribution of end-user devices to 

network slices 
 
 

 

b) NFV management and 
network orchestration 
(MANO) 
  
 

 

- Management and orchestration of 
virtualised network functions 

 
c) Management systems and 

supporting services  

 

- Security functions of the management 

system 

 

 
d) Radio Access Network 

(RAN) 
 

 
- 5G RAN management 

 

 
e) Transport and 

transmission functions 
 

 

- Highly relevant voice and data transport 

functions  

 

 
f) Internetwork exchanges  

 
- IP network external to MNO premises 

(network services provided by third 
parties) 
 



5 

 

4 Process of identifying critical components in the specific network 

operated or service provided 

 

Operators of public telecommunications networks and providers of publicly accessible 

telecommunications services should introduce and implement a process for identifying 

critical components. 

 

The list of critical functions is to be used to identify critical components. The process 

described here aims to ensure consistent application by all network operators. 

 

The process of identifying critical components is shown in figure 1. It is integrated into 

the overall process of drawing up a security concept in accordance with section 109(4) 

TKG (see Catalogue of Security Requirements, chapter 5). 
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Consideration of networks and services

Network with 
increased criticality?

Identify all 
components

No

Yes

No

Yes

Determine critical 
components

Measures from Catalogue 2.0 and measures 
from Annex 2 that do not refer only to critical 

functions

Measures from Catalogue 2.0 
without Annex 2

Maßnahmen nach Katalog 2.0 und alle 
Maßnahmen aus Anlage 2

Dokumentation im Sicherheitskonzept

Are functions of category a) 
or b) performed?

Functions of category c) to f)
case-by-case decision: is the 
function critical in its use?

Yes No

Include documentation and 
justification in security concept

 
Figure 1 Process of identifying critical components 
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The individual steps for identifying critical components are described below: 

 

Step 1: Identification and differentiation of network components 

Following the description of the network or service and the risk analysis including the 

determination of criticality pursuant to chapter 5 of the Catalogue of Security 

Requirements, the necessary technical precautions and other measures must be 

determined and described for those networks and services that do not have increased 

criticality.  

 

All components must be identified for networks with increased risk potential.  

The network operator identifies and differentiates the components of the 5G network. 

This step permits the network operator to adapt the process to its individual network 

architecture.  

All components must be included, regardless of whether they perform critical functions 

as listed in Table 1 or not.  

 

The network operator must produce a detailed description of all identified components of 

the network and attach it to the security concept. 

 

Step 2: Identification of critical components by means of critical functions 

Once all relevant network components have been identified, the components that fully or 

partly perform critical functions can be identified using the list in Table 1. If a component 

partly or fully performs a critical function, it is to be classed as a critical component. 

 

If, in individual cases, the network operator's risk assessment concludes that functions of 

categories c) to f) are not critical, this must be documented and proven giving reasons 

and circumstances in the security concept that is to be resubmitted (section 109(4) 

TKG). 

 

For components that do not perform critical functions, the necessary technical 

precautions and other measures must be determined and described and additional 

security requirements set out in Annex 2 of the Catalogue of Security Requirements that 

do not relate exclusively to critical components must be implemented.  

 

Step 3: Dealing with critical components identified 

Critical components within the meaning of Section 2(13) sentence 1 BSIG may only be 

used by operators of public telecommunications networks with increased risk potential if 

they have been checked and certified by a recognised certification body before first use 

(section 109(2) sentence 4 TKG). Critical components are thus subject to certification 

pursuant to the BSI Technical Guideline TR-03163 "Security in telecommunications 

infrastructure".  

In other respects, critical components identified are subject to the requirements of the 

Catalogue of Security Requirements including its annexes. 


